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Artificial Intelligence (AI) technology can create fake
but realistic photos, videos and audio. There are
constructive uses for AI, but it is also a powerful tool
for bad actors to create confusion and sew mistrust.
In addition, scammers have long used campaign
season as an opportunity to steal personal
information and commit financial fraud.

The right to vote is one of the most fundamental rights we have as Americans,
and voters deserve to have accurate information about the important choices
they make on their ballots.

AI-generated election misinformation is deployed
through social media platforms, robocalls, text
messages and chatbots that can spread false
information to millions of people very quickly. AI-
generated pictures falsely depicting celebrities
endorsing or condemning a particular political
candidate or cause are shared widely across social
media.

Fake, AI-generated audio of political candidates has been used in attempts to
deter voters in previous elections.

While anyone can fall victim to election misinformation, minority voters have
been disproportionately targeted in recent national elections. A U.S. Senate
Intelligence Committee report found that Russian interference efforts in the
2016 election targeted Black Americans more than any other group. The
report also found that Russian operatives had created Facebook groups
targeting Muslims, Latinos, Immigrants and LGBTQ individuals.

The good news is that Americans are becoming more critical consumers when
it comes to AI-generated information. A recent Associated Press poll found
that about two-thirds of Americans are skeptical of election information
generated by chatbots or search engines that use AI.

As the general election draws nearer, I’m reminding Illinoisans to be vigilant
about election misinformation and election-related financial fraud. Don’t let
scammers steal your vote, your identity or your hard-earned dollars.

Kwame Raoul
Illinois Attorney General

A Message from Illinois Attorney General Kwame Raoul

While election misinformation efforts are concerning, we can be reassured by
the fact that thousands of election officials and volunteers work hard and with
integrity to keep our elections free and fair. Their dedication to democracy
should be commended, and Americans can have faith in our electoral process.
The best thing you can do to combat misinformation is to educate yourself on
your ballot choices and make your plan to vote by using reliable sources. My
office is providing this guide to assist you, so that you can confidently exercise
your right to vote.



Why are voters being targeted?
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How can you spot deepfakes?

Deepfakes appear to be photographs, videos, or audio recordings of real people. As
technology advances, they are becoming more difficult to spot.

Look for strange coloring, lighting or shadows to help spot deepfake videos. The subject of
a deepfake might move unnaturally, and the audio of the voice might not match the
person’s mouth movements or facial expressions.

Look for irregularities in the details of AI-generated photos. Does anything look distorted?
Do the subjects’ hands appear strange or do the angles and proportions of their bodies or
clothing look unnatural? Are there odd architectural features, such as too many doors or
windows in a room? AI-generated photos often have strange textures, such as glossy or
hazy effects. You might notice blurry spots or an overall effect that makes the image look
as if it has been airbrushed.

The technology is constantly improving, so the absence of these possible indicators is not
a guarantee that the content is real.

What can you do to protect yourself from election
misinformation?

Know the basics about elections in Illinois and have your own plan to vote. Consult the
Illinois State Board of Elections (SBE) and local election authorities for information
and questions about where, when, or how to vote, as well as your voter registration
status. The League of Women Voters of Illinois has a list of useful election facts and
offers other resources to avoid election misinformation.

Verify election information with official sources. If you receive a phone call or text
message with information about voting or elections, be mindful that the information
may be inaccurate or fake. Double-check information independently with the SBE.

Do not rely on chatbots or search engine AI to answer questions about elections or
voting. These sources can accidentally generate misinformation by incorporating
errors as they compile information from multiple online sources.
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But there are some possible indicators:

https://www.elections.il.gov/ElectionOperations/ElectionAuthorities.aspx
https://www.lwvil.org/news/know-the-facts
https://www.lwvil.org/misdis-info
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Be skeptical of images, audio, videos and articles circulating online that elicit a strong
emotional reaction. If you see incendiary, sensational or surprising content about the
elections or candidates be especially cautious. Check to see if the information is being
reported by legitimate news outlets or being shared by the subject of the post or the
supposed source of the information.

Report misinformation. If you encounter content on social media that you suspect is a
deepfake, report it on the platform. Report misinformation about the election process,
such as inaccurate times or locations, to the SBE through its website.

Stop the spread of misinformation. Do not share or engage with content that you have
not verified to be real and accurate. Even liking or reacting to a post can boost the
number of people who will see potentially false information.

Do not rely on AI disclosures or AI-detecting software. Although some online platforms
require disclosures that content is AI-generated, these requirements are often not
followed, and AI-generated content frequently lacks these disclosures. There are tools
for detecting AI-generated content, but they are not consistently accurate.

Avoid typical tactics used by scammers that may be disguised as communication about
campaigns or the election. Do not click links in unsolicited text messages or emails from
unknown sources. If an email or text appears to be from a known source, verify it
before clicking links. Find out more about avoiding common election scams in this
guide from the AARP. If you believe you have been the victim of identity theft or
financial fraud file a complaint on the Attorney General’s website.

If you see something on Election Day report it. The Attorney General’s office provides
teams of monitors on the day of the election to ensure that voters’ rights are
protected, and polling places are accessible. Voters who feel their voting rights have
been violated or who have witnessed concerning behavior should report it to the
Attorney General’s office or local law enforcement.

Register to vote through trusted sources, such as the SBE’s Online Voter Application
or the Illinois Secretary of State Motor Voter Registration service at DMV facilities.
Find out more about avoiding voter registration scams in this consumer alert from the
Federal Trade Commission.

https://elections.il.gov/VotingAndRegistrationSystems/ElectionSecurity/DisinformationReportingForm.aspx
https://www.aarp.org/money/scams-fraud/info-2024/election-season-scams.html?msockid=3ae4fc88fa8760f101f6e84ffbf561e1
https://www.aarp.org/money/scams-fraud/info-2024/election-season-scams.html?msockid=3ae4fc88fa8760f101f6e84ffbf561e1
https://www.illinoisattorneygeneral.gov/file-a-complaint/consumer/
https://ova.elections.il.gov/
https://www.ilsos.gov/departments/drivers/motorvoter.html
https://www.ftc.gov/news-events/news/press-releases/2008/08/ftc-cautions-consumers-about-voter-registration-scams

